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\@ ODISHA STATE CIVIL SUPPLIES CORPORATION LTD.,

N Plot No.C/2, Nayapalli, Bhubaneswar-751012
CIN: US12110R1980SGC000894

(A Govt. of Odisha Undertaking)
TENDER CALL NOTICE
_No: Syst/Antivirus/23/2018-19  No. 414 [ mp  Dated: 21[65] %030

Sealed tenders in plain paper/letter pad are invited from the intending
authorized dealers in jurisdiction of Bhubaneswar registered under GST Act
and having PAN Number for supply of Cloud Based Antivirus for office use in
OSCSC Ltd. The quotation completed in all respect shall reach the undersigned
by Speed Post/Registered Post/Courier super scribing the word “TENDER
PAPER FOR SUPPLY OF ANTIVIRUS” on the envelope containing quotations &
EMD. The last date of receipt of tender papers is 10.06.2020at 2.00 P.M. The
tender papers shall be opened on |0.0€.2020at 4.00 P.M. in the presence of
tenderers or their authorized representatives in the Office chamber of the FA
& CAQ, OSCSC Ltd. Bhubaneswar. The tender paper shall contain a Bank Draft
amounting to Rs.10000/- (Rupees Ten Thousand only) drawn in favor of the
Managing Director.,, OSCSC Ltd., Bhubaneswar towards EMD. The tender
papers will not be received after the specified date & time as mentioned
above.
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Managing Director
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LIST OF DOCUMENTS TO BE ATTACHED WITH THE TENDER PAPER

SL NoJ BASIC REQUIREMENT | SPECIFIC REQUIREMENT DOCUMENTS REQUIRED

1 Legal entity The tenderer must be an authorized : -GST Registration '
vendor or supplier. The tenderer must be | Certificate |
a registered dealer under the GST Act and -PAN copy

should have PAN Number. -Certificate of
' ' Authorization

from the OEM.

2 Local Presence of the | The tenderer should have registered | Self-certified

tenderer office at Bhubaneshwar, Odisha. letter on

‘ existence of

' Local office along with
necessary evidence

3 Black Listing Affidavit by the authorized signatory of | Valid Affidavit
the tenderer that the firm has not been black
listed by any central/state governmentand |
public sector undertaking.

4 EMD The tenderer must have submitted the EMD | In shape of
of Rs.10,000 /- (Rupees Ten Thousand only) | Account payee
! DD from any

nationalized bank 3’
drawn in favour of
Managing Director,

' OSCSC Ltd
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Managing Director

Scanned with CamScanner



Quantity of the Items for which the price to be quoted

SIno.

Item Description

Quantity

Cloud Based Antivirus
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Managing Director
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Specification of Antivirus (Cloud Based)

1. Must offer comprehensive client/server security by protecting enterp‘rlse
networks from viruses, Trojans, worms, hackers, network viruses, mixed
threat attack from multiple entry points, and spyware. Anti-malware
protection and cleanup capability with Centralized Quarantine and Restore
of an infected file. ’

2. OEM Must have Own Antivirus Engine which is Certified by Industry
Standard e.g. AV test, AV comparatives, VB100, ICSA labs, checkmark etc.,
additionally in AV Comparatives it should Achieve Performance Test with
lowest impact score < 1.0 and Malware Protection Rate 99.7 or above.

3. The Real-World Protection rate should be equal or more than 99.6% in
Latest AV comparatives (March to June) 2019 report in Enterprise Category.

4. Must have Real time virus protection including email scanning with Zero
Hour Protection. Heuristic scanning & behavioral protection for web
browsers, documents & programs. Capability to detect and block
ransomware attacks.

5. Must have capability to scan and report vulnerabilities present in installed
applications with summarized report of vulnerabilities as per severity level
i.e. (High, Medium and Low).

6. Must have Filter option for search by - Computer Name, Number, Group,
Group Admin, Update Status, Protection Status, Operating System, IP
Address.

7. Must have Smart firewall with functions to manage clients based on policies
even when they are not in-home network.

8. Must Provide URL filtering, Application Control, Device Control in single
console without the means of ADD ON.

9. Must have Intelligence to control Application exe's from running/executing,
internet access, network access and should also include file hash (md5)
blocking.

10.Must Provide Complete Information about Endpoint Hardware details with
notification to administrator on the event of changes.

11.Must compare the traffic against a known set of Intrusion Detection
signatures.

12.Must inspect applications, as well as the applications’ sub-components
(DLLs), as they are executed.

13.Must have Minimum system resource (RAM, CPU) utilization both in idle

and full system scanning mode. Necessary proof to be submitted for the
same.
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14.Server setup File size should not more than 510 MB, with single client setup
file for 32bit & 64bit both.

15.Must have the provision for auto update of console server, which
eliminates the need for console server reinstallation upon any new version
release.

16.Must have an option to implement immediate policy changes globally for
the clients irrespective of any specific Group/Clients.

17.Must offer Inbound & Outbound port blocking, IP Address/subnet blocking,
protocol blocking.

18.Must have Device control mechanism to block USB pen drives, ODD, floppy,
Wi-Fi with intelligence to allow usage of USB keyboard, mouse, data card
etc. :

19.Must have Device access functions like completely block, allow read only,
allow write, allow executable, also with password protection for access on
client system.

20.Should have Device block by Device ID or GUID/Class ID or Wild Character.

21.Must provide Wi-Fi Protection for unrecognized SSID's with allow/block
rules.

22.Must provide Device control mechanism with complete control on Data
Access/Device Access with specific Device exclusion by the Device ID.

23.Must have the option to store Quarantine the files on central server /
Console system.

24.Solution should have the provision to create custom Web Category which
must get added in Pre-defined Web Filtering List.

25.Must have remote deployment feature with options like Workgroup Scan,
IP Range, and AD Sync on Specific Endpoint.

26.Must have a feature to immunize USB Device to ensure device/data safety if
it is used on an infected PC.

27.Must have tamper Protection on Endpoints which will prevent users from
attempt to disable security measures or uninstall the anti-virus application.

28 Must be able to distribute new and update anti-virus software, virus
definitions and configuration files automatically to clients and servers from
a central location.

29.Must provide Simple and Comprehensive security reports with Email
Notification of security events whenever Administrator attention is required
(e.g. Virus outbreak on the network, Virus definition out-of-date, Security
Patch required, etc.).

30.Must have Support for Business Server, File Servers, Desktops and Laptops.
With Unlimited Client / Endpoint support.

31.Must have web-filtering, Application Control, Device Control to be present
by default and not by means of ADD ON.

32.Must have the capability to add trusted device in network and also can add

un-trusted devices in black list category.
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33.Should be able to update definitions & scan engine on the fly, without a

need for reboot or stopping of services on servers.

34.Should be able to add files, folders or extensions to an exc
they are not scanned on access.

35.Should allow for incremental virus definition and scan engine u
offline updater tool in exe format.

36.Must have the capability to block access of some Google accounts and
services while allowing access only to your managed Google accounts such

as G Suite.
37.Must have a feature to immunize USB Device to ensure device/data safety if

itis used on an infected PC.

38.License Management: Console should have option of easy release of license
and reinstallation of same in other system.

39.The OEM must have done single deployment of 1000+ license in 2 or more
govt. organizations in Odisha within last 3 years and should be operational

on single console.
40.The OEM must have their support center, Operational office and Virus Labs

lude list so that

pdates. with

in India.
41.Brands can quote: K7, ESET, Symantec & McAfee.

\
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Managing Director
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TERMS AND CONDITIONS

a) The tenderers shall quote the item wise price along with GST (Goods &
Service Tax) chargeable separately in the quotation.

b) A Copy of the valid GST No. & PAN should be furnished with the
quotation.

c) The tender paper without required amount of EMD and documents as
mentioned will not be accepted.

d) The quoted price shall be valid for 1(one) year from the date of Purchase
Order/Supply of items, whichever is later & which may be extended for
subsequent years on mutually agreeable conditions by both the parties.

e) The tenderers shall supply the required items as and when necessary
within the stipulated time frame by the Corporation.

f) Supply of Antivirus (Cloud Based) shall be made only as per the accepted
rate and as per the order given by the Corporation from time to time.

g) The supply of intended articles shall be made available within 7 (seven)
days from the date of issue of indented order.

h) Failure to supply the total quantity of Antivirus within the stipulated
time the supply order shall be cancelled along with forfeiture of EMD.

i) The EMD amount of the successful tenderer will be kept as security
deposit for one year on account of service support purposes.

j) The EMD of all unsuccessful tenderers will be refunded to them on the
same day with proper acknowledgment.

k) The selected vendor may agree to deliver the items as per our
requirement at the District level throughout the state at his own cost.
No extra charges will be paid beyond the quoted price duly approved by
the committee.

) The Selected vendor must provide service support regarding the
antivirus with no extra charge within the license period.

m) In the event of any dispute arising out of this contract the jurisdiction of
court shall be at Bhubaneswar for both the parties.

n) The authority reserves the right to accept or reject any or all tender
papers without assigning any reasons thereof.

M;
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Managing Director

Scanned with CamScanner



Memo no. dt.
Copy to Notice Board of Head Office/Bill Section/Sri Sumit Kumar Batu, Asst.
Programmer, IT Section, OSCSC Ltd for information and necessary action.

’3.'\'7')’1
Managing Director

Memo no. dt.

Copy forwarded to Diary Section, OSCSC Ltd for information and request to
receive sealed tenders “Tender Paper for Supply of Antivirus” till dt.
at 2 P.M. and may be handed over immediately to MVI, OSCSC Itd.
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Managing Director
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